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1.  Test Strategy
This test plan covers the TA-ATS Platform Phase 1 quality assurance activities for the Authentication & RBAC (AUTH) and Dashboard (DASH) modules. The backend is built on Django 5 + DRF with a Next.js frontend, PostgreSQL 16 database, Celery/Redis for async tasks, and an MCP server used exclusively for AI-powered JD features. Authentication is entirely deterministic — no AI or MCP involvement in the login, MFA, or JWT flows.

The testing approach is layered:
1. Unit tests — developer-owned, coverage gate ≥85% (LLD requirement), all must be green before integration begins
1. Integration tests — API contract verification across endpoints, database state, and Celery task queues
1. End-to-end functional tests — critical user journeys exercised via Playwright against a deployed QA environment
1. Security tests — SAST on every commit (Semgrep), DAST on QA environment (OWASP ZAP), manual RBAC matrix verification
1. UI / Responsive tests — cross-browser (Chrome, Firefox, Safari) and cross-device (desktop, tablet, mobile) coverage via BrowserStack
1. Regression — full test suite re-runs on every build via CI pipeline (GitHub Actions / Jenkins)

1.1  Objectives
1. Every requirement (REQ-AUTH-001–009, REQ-DASH-001–002) has at least one passing test case mapped in the Traceability Matrix.
1. Zero P1 (Critical) defects at go-live.
1. All role-based access controls verified against the LLD RBAC Permission Matrix (Section 15 of LLD).
1. All authentication state transitions (lockout, MFA, token expiry, reset) verified against LLD pseudocode (Section 5.1).
1. Audit log completeness confirmed: LOGIN_SUCCESS, LOGIN_FAIL, LOCKOUT, MFA_VERIFIED events all recorded with correct fields.

1.2  Entry & Exit Criteria
	Phase
	Entry Criteria
	Exit Criteria

	Unit
	Code committed to feature branch
	≥85% coverage, all tests green

	Integration
	All modules merged to develop branch
	All integration tests pass; no P1 failures

	System
	Build deployed to QA environment
	All P1/P2 scenarios pass; ≤3 open P3 defects

	UAT
	System test exit criteria met
	Business stakeholder sign-off per workflow

	Security
	System test in progress
	No Critical or High severity vulnerabilities open

	Regression
	Any new build deployed to QA
	All previously passing tests continue to pass






1.3  Defect Severity
	Severity
	Definition
	SLA to Fix

	Critical
	Production outage, data loss, security breach, or complete authentication failure
	Same business day

	High
	Major function unusable with no workaround available
	1 business day

	Medium
	Function impaired but workaround exists
	3 business days

	Low
	Cosmetic issue, documentation error, or minor UX problem
	Next sprint




2.  Test Scope
2.1  In Scope
1. Authentication & RBAC (REQ-AUTH-001 to 009) — login, MFA (TOTP via Pyotp), password policy, JWT access + refresh tokens, user management, role-based access control, audit logging, password reset.
1. Dashboard (REQ-DASH-001 to 002) — role-aware widget rendering, active/inactive job counts.
1. Performance — API p95 response time, dashboard load time, 200-user concurrent soak test.
1. Security — OWASP Top 10 alignment, SAST, DAST, RBAC matrix verification.

2.2  Out of Scope (Phase 1)
1. Job Description module (REQ-JD-001–010) — covered in a separate test plan.
1. Mobile native application — Phase 2; APIs are designed now but mobile client build is excluded.
1. AI/MCP features (generate_questions, generate_post) — covered in JD test plan; MCP is mocked in CI for AUTH/DASH tests.
1. Third-party integrations (LinkedIn, WhatsApp, SendGrid) — stubbed/mocked in QA environment.
1. REQ-JD-007 (Clone JD) — excluded per LLD (row blank in requirements v1.2).


3.  Test Types
	Type
	Approach
	Tools

	Functional
	BDD scenarios mapped to AUTH/DASH workflow diagrams; each scenario covers happy path, sad path, and boundary conditions
	Playwright, Cucumber

	Integration
	API contract testing against all /auth/ and /dashboard/ endpoints; Celery task queue verification; DB state assertions after each action
	Postman / Newman, Pact

	API
	Schema validation, JWT auth enforcement, RBAC allowed/denied per role, negative cases, error envelope structure { response, code, message, result }
	Postman, Schemathesis

	Security
	SAST on every commit; DAST against running QA build; manual RBAC matrix spot-checks; OWASP Top 10 alignment (A02, A03, A07, A09)
	Semgrep (SAST), OWASP ZAP (DAST)

	UI / Responsive
	Cross-browser (Chrome, Firefox, Safari); viewport resize; touch interactions on tablet/mobile
	Playwright, BrowserStack

	Regression
	Full test suite re-run on every build; coverage gate ≥85% enforced by CI; merges blocked below threshold
	GitHub Actions / Jenkins




4.  Test Environment
	Component
	Specification

	Backend
	Django 5 + DRF running in Docker; PostgreSQL 16 (isolated QA schema); Redis (Celery broker + cache)

	Frontend
	Next.js served from QA deployment; API calls routed to QA backend via environment config

	MCP Server
	Mocked in CI for all AUTH/DASH tests; real sandbox MCP server used for nightly JD contract tests only

	Email / SMS
	MockMail / Mailhog for email interception; mock SMS provider with test hook to capture OTP values

	JWT TTL
	Short TTL (10 seconds) configurable via environment variable for token-expiry test cases

	Clock Control
	Test environment supports time advancement (or direct DB manipulation of locked_at, token expiry timestamps) for lockout and TTL test cases

	Coverage Gate
	≥85% backend coverage enforced in CI; build fails below threshold

	Load Testing
	Isolated staging environment for performance tests; server monitoring active (CPU, memory, DB connections, error logs)




5.  Test Cases
Priority: P1 = must pass before release. P2 = important, targeted for release. P3 = desirable.

5.1  Authentication & RBAC (AUTH)

	TC ID
	Module
	Scenario
	Steps
	Expected Result
	Priority
	REQ Trace

	TC-AU-01
	Auth
	Successful login — MFA disabled
	1. Enter valid email and correct password
2. POST /auth/login/ with credentials
3. Verify HTTP 200 response
	HTTP 200 returned
Response contains access token (15 min TTL) and refresh token (7 day TTL)
LOGIN_SUCCESS entry written to auth_event_logs with user_id, ip_address, user_agent
	P1
	AUTH-001

	TC-AU-02
	Auth
	Invalid credentials — wrong password
	1. Enter valid email and incorrect password
2. POST /auth/login/ with credentials
	HTTP 401 returned
Response body: 'Invalid credentials' (INVALID_CREDENTIALS code)
No JWT tokens issued
login_attempt.failed_attempts incremented by 1
LOGIN_FAIL entry written to auth_event_logs
	P1
	AUTH-001

	TC-AU-03
	Auth
	Invalid credentials — unregistered email
	1. Enter an email address not present in the users table
2. Enter any password
3. POST /auth/login/
	HTTP 401 returned
Response body identical to TC-AU-02 ('Invalid credentials') — no user enumeration
No JWT tokens issued
	P1
	AUTH-001

	TC-AU-04
	Auth
	Account lockout after 5 failed login attempts
	1. Enter valid email and wrong password — submit (attempt 1)
2. Repeat wrong-password login 4 more times (attempts 2–5), verifying error each time
3. Enter valid email and any password — submit (attempt 6)
	HTTP 423 on attempt 6 (ACCOUNT_LOCKED code)
Response: 'Account locked. Contact administrator.'
login_attempt.is_locked = True, locked_at timestamp recorded
LOCKOUT event written to auth_event_logs
Login refused even with correct password while locked
	P1
	AUTH-004

	TC-AU-05
	Auth
	Account auto-unlock after 30-minute window
	1. Lock account via 5 failed login attempts
2. Advance test-environment clock by 31 minutes (or set locked_at to 31 mins in past)
3. Submit login with valid email and correct password
	HTTP 200 returned — login succeeds
login_attempt.is_locked reset to False, failed_attempts reset to 0, locked_at = None
JWT access and refresh tokens issued
LOGIN_SUCCESS logged to auth_event_logs
	P2
	AUTH-004

	TC-AU-06
	Auth
	Rate limiting on login endpoint
	1. Send rapid successive login requests from the same IP address
2. Exceed the configured rate-limit threshold within the time window
	HTTP 429 returned (RATE_LIMITED code)
Response: 'Too many requests'
Subsequent requests from same IP blocked until window resets
	P2
	AUTH-004

	TC-AU-07
	MFA
	Successful login — MFA enabled, valid OTP
	1. POST /auth/login/ with valid credentials (MFA-enabled account)
2. Verify response contains mfa_required=True
3. Generate valid TOTP using test seed (Pyotp, current time-step)
4. POST /auth/verify-mfa/ with email and valid OTP code
	First response: HTTP 200, mfa_required=True, no tokens yet
Second response: HTTP 200, access token and refresh token issued
MFA_VERIFIED event logged to auth_event_logs
LOGIN_SUCCESS event logged to auth_event_logs
	P1
	AUTH-002

	TC-AU-08
	MFA
	MFA — invalid OTP returns to entry screen
	1. POST /auth/login/ with valid credentials (MFA-enabled account)
2. POST /auth/verify-mfa/ with deliberately wrong OTP (e.g. '000000')
	HTTP 401 returned (MFA_INVALID code)
Response: 'Invalid MFA code'
No JWT tokens issued
User can reattempt OTP entry (not redirected back to login)
	P1
	AUTH-002

	TC-AU-09
	MFA
	MFA setup — generate TOTP secret and QR code
	1. Login as authenticated user with MFA not yet enabled
2. GET /auth/mfa/setup/
	HTTP 200 returned
Response includes: TOTP secret (base32), base64-encoded QR code PNG, otp_auth_url for Google Authenticator
issuer_name in provisioning URI = 'Indovision TA-ATS'
If MFA already enabled: HTTP 400, 'MFA is already enabled'
	P1
	AUTH-002

	TC-AU-10
	MFA
	MFA enable — confirm with valid OTP after setup
	1. Complete MFA setup via TC-AU-09 to obtain TOTP secret
2. Generate valid OTP using the returned secret
3. POST /auth/mfa/enable/ with the OTP code
	HTTP 200 returned, 'MFA enabled successfully'
users.mfa_enabled = True in database
Subsequent logins for this user require OTP step
	P1
	AUTH-002

	TC-AU-11
	MFA
	MFA disable
	1. Login as authenticated user with MFA enabled
2. POST /auth/mfa/disable/
	HTTP 200 returned, 'MFA disabled successfully'
users.mfa_enabled = False in database
users.totp_secret = None in database
Subsequent logins proceed without OTP step
	P2
	AUTH-002

	TC-AU-12
	JWT
	JWT access token expiry
	1. Login successfully, capture access token
2. Configure test environment JWT TTL to minimal value (e.g. 10s)
3. Wait for token to expire
4. Call a protected endpoint (e.g. GET /auth/profile/) using the expired access token
	HTTP 401 returned (TOKEN_EXPIRED code)
Response indicates access token has expired
Refresh token is unaffected and still valid
	P1
	AUTH-007

	TC-AU-13
	JWT
	Token refresh — valid refresh token issues new access token
	1. Login, capture both access token and refresh token
2. POST /auth/token/refresh/ with the refresh token
	HTTP 200 returned
New access token issued
New refresh token issued (rotation — old refresh token is revoked)
Attempt to use old refresh token returns HTTP 401
	P1
	AUTH-007

	TC-AU-14
	JWT
	Token refresh — expired or invalid refresh token rejected
	1. POST /auth/token/refresh/ with an expired or tampered refresh token
	HTTP 401 returned (TOKEN_EXPIRED or INVALID_CREDENTIALS code)
No new tokens issued
	P1
	AUTH-007

	TC-AU-15
	Password
	Password complexity enforcement
	1. Navigate to password set or change form
2. Enter weak password (e.g. '12345')
3. Submit
	HTTP 422 returned (VALIDATION_ERROR, field: 'password')
Validation message shown: must be ≥12 chars, contain uppercase, lowercase, digit, and symbol
Password NOT saved to database (verify via DB query or failed re-login)
	P1
	AUTH-003

	TC-AU-16
	Password
	Password reuse prevention (last 5 passwords)
	1. Change password to a new strong value (P1)
2. Attempt to set the same password again via password change form
3. Also attempt one of the last 5 previously used passwords
	HTTP 422 returned (PWD_REUSE code)
Error message indicates password was recently used
Password NOT updated in database
	P2
	AUTH-003

	TC-AU-17
	Password
	Self-service password reset — full flow
	1. POST to password reset endpoint with registered email
2. Retrieve signed reset link from mock email / test hook
3. Click reset link (within 30-minute expiry window)
4. Submit new strong password
5. Login with new password via POST /auth/login/
	Reset link email dispatched after request (HTTP 200 regardless of email existence)
New password accepted: HTTP 200, 'Password updated successfully'
All existing sessions revoked after reset
Login with new password succeeds, JWT issued
Login with old password returns HTTP 401
	P1
	AUTH-009

	TC-AU-18
	Password
	Password reset — unknown email returns 200 (no enumeration)
	1. POST to password reset endpoint with an email NOT in the users table
	HTTP 200 returned
Response body identical to valid-email response — no indication email was not found
No reset email dispatched (verify via mock mailer)
	P1
	AUTH-009

	TC-AU-19
	Audit
	Audit log — LOGIN_SUCCESS recorded
	1. Record timestamp T0 immediately before login
2. Login with valid credentials (no MFA)
3. Query auth_event_logs table for most recent entry matching the test user
	Audit entry exists with event_type = 'LOGIN_SUCCESS'
Entry contains: correct user_id, source ip_address, user_agent string
created_at timestamp is within 5 seconds of T0
Entry does NOT contain password or OTP value
	P1
	AUTH-008

	TC-AU-20
	Audit
	Audit log — LOGIN_FAIL recorded
	1. Submit login with valid email and wrong password
2. Query auth_event_logs table
	Audit entry with event_type = 'LOGIN_FAIL'
Correct user_id, ip_address, user_agent recorded
No password or credential data in log entry
	P1
	AUTH-008

	TC-AU-21
	Audit
	Audit log — LOCKOUT recorded on 6th attempt
	1. Trigger account lockout via 5 failed login attempts
2. Attempt a 6th login
3. Query auth_event_logs table
	Audit entry with event_type = 'LOCKOUT'
Correct user_id, ip_address, and timestamp recorded
	P1
	AUTH-008

	TC-AU-22
	RBAC
	RBAC — Admin role cannot perform Hiring Manager actions
	1. Login as Admin role user
2. Attempt to call a Hiring-Manager-only endpoint (e.g. JD approve action)
	HTTP 403 returned (FORBIDDEN code)
Action not performed
No state change in database
	P1
	AUTH-006

	TC-AU-23
	RBAC
	RBAC — Recruiter/PM role cannot access Admin-only actions
	1. Login as Recruiter role user
2. Attempt to access user management endpoint (Admin/Super Admin only)
	HTTP 403 returned (FORBIDDEN code)
Action blocked at RBAC layer
	P1
	AUTH-006

	TC-AU-24
	RBAC
	RBAC — Each role sees only its permitted dashboard widgets
	1. Login as Recruiter/PM, call GET /dashboard/, record widget keys returned
2. Login as Hiring Manager, call GET /dashboard/, record widget keys returned
3. Login as Admin, call GET /dashboard/, record widget keys returned
	Recruiter: Active Jobs, Inactive Jobs, Pending Approvals, Total Candidates widgets
Hiring Manager: Jobs for Approval, Interviews Today widgets
Admin: full set per RBAC matrix
No role receives widgets it is not permitted
	P1
	AUTH-006

	TC-AU-25
	Auth
	Profile response does not expose TOTP secret
	1. Login as user with MFA enabled
2. GET /auth/profile/
	HTTP 200 returned with user profile data
Response body does NOT contain totp_secret field
Response body does NOT contain password field
mfa_enabled boolean is present (status only, not the secret)
	P1
	AUTH-002




5.2 Dashboard (DASH)

	TC ID
	Module
	Scenario
	Steps
	Expected Result
	Priority
	REQ Trace

	TC-DA-01
	Dashboard
	Role-based widget rendering — Recruiter/PM
	1. Login as Recruiter/PM role user
2. GET /dashboard/
	HTTP 200 returned
Response includes widget keys: active_jobs, inactive_jobs, pending_approvals, total_candidates
Each widget contains a value field (non-null)
	P1
	DASH-001

	TC-DA-02
	Dashboard
	Role-based widget rendering — Hiring Manager
	1. Login as Hiring Manager role user
2. GET /dashboard/
	HTTP 200 returned
Response includes widget keys: jobs_for_approval, interviews_today
Hiring Manager does NOT see recruiter-specific widgets (active_jobs count etc.)
	P1
	DASH-001

	TC-DA-03
	Dashboard
	Role-based widget rendering — Admin
	1. Login as Admin role user
2. GET /dashboard/
	HTTP 200 returned
Admin receives full permitted widget set per RBAC matrix
	P2
	DASH-001

	TC-DA-04
	Dashboard
	Active/inactive job counts reflect real database state
	1. Login as Recruiter or Admin
2. GET /dashboard/ — capture active_jobs widget value
3. GET /job-descriptions/?status=ACTIVE — count total records
4. Cross-check both values
	active_jobs widget value matches the actual count of ACTIVE status JDs in the database
Values are not randomised — they reflect real data
	P1
	DASH-002

	TC-DA-05
	Dashboard
	Unauthenticated access to dashboard is blocked
	1. GET /dashboard/ with no Authorization header
	HTTP 401 returned
No widget data exposed
	P2
	DASH-001




5.3 Performance

	TC ID
	Module
	Scenario
	Steps
	Expected Result
	Priority
	REQ Trace

	TC-PERF-01
	Performance
	Login endpoint API p95 response time
	1. Configure timing tool (k6 or Postman monitor) at baseline load
2. Record start timestamp before POST /auth/login/ submission
3. Record end timestamp when full response received
4. Calculate elapsed = end - start; collect p95 across 100 requests
	p95 response time < 400ms (LLD NFR target)
No HTTP 5xx errors during the run
Server CPU and memory within defined thresholds
	P1
	NFR-API-01

	TC-PERF-02
	Performance
	Dashboard load time under 5 seconds
	1. Login successfully; activate browser profiling or APM tool
2. Record start timestamp at dashboard redirect
3. Wait for all key dashboard widgets to fully render
4. Record end timestamp (page fully interactive)
	Elapsed time < 5000ms
All widgets present and populated
No failed asset requests in network waterfall
	P1
	NFR-API-02

	TC-PERF-03
	Performance
	System handles 200 concurrent authenticated users
	1. Configure load test tool (k6 / Locust) with 200 virtual users, 60s ramp-up
2. Each user submits valid login credentials
3. Monitor: error rate, response times, server CPU/memory, DB connection pool
4. Collect results after all 200 users complete
	Error rate = 0%
All login response times < 3s per request
Zero HTTP 5xx errors
Server resource usage within defined thresholds
No degradation observed during soak test (LLD NFR: 200 users, no degradation)
	P2
	NFR-CONC-01




6.  Requirement Traceability Matrix
Every requirement in scope has at least one test case. P1 requirements must all pass before go-live.

	REQ ID
	Requirement Description
	Test Case IDs

	AUTH-001
	User login with email/password
	TC-AU-01, TC-AU-02, TC-AU-03

	AUTH-002
	MFA via TOTP (Pyotp); MFA setup/enable/disable
	TC-AU-07, TC-AU-08, TC-AU-09, TC-AU-10, TC-AU-11, TC-AU-25

	AUTH-003
	Password complexity (≥12 chars) & reuse policy
	TC-AU-15, TC-AU-16

	AUTH-004
	Account lockout (5 attempts), auto-unlock 30 min, rate limit
	TC-AU-04, TC-AU-05, TC-AU-06

	AUTH-005
	Admin user management & RBAC assignment
	TC-AU-22, TC-AU-23

	AUTH-006
	Role-based access control matrix enforcement
	TC-AU-22, TC-AU-23, TC-AU-24

	AUTH-007
	JWT access token (15 min) & refresh token (7 d) with rotation
	TC-AU-12, TC-AU-13, TC-AU-14

	AUTH-008
	Audit logging: LOGIN_SUCCESS, LOGIN_FAIL, LOCKOUT, MFA_VERIFIED
	TC-AU-19, TC-AU-20, TC-AU-21

	AUTH-009
	Self-service password reset with signed link
	TC-AU-17, TC-AU-18

	DASH-001
	Role-aware dashboard widgets (no code deploy)
	TC-DA-01, TC-DA-02, TC-DA-03, TC-DA-05

	DASH-002
	Active/inactive job counts on dashboard
	TC-DA-04

	NFR-API
	API p95 < 400ms; dashboard < 5s
	TC-PERF-01, TC-PERF-02

	NFR-CONC
	200 concurrent users, no degradation
	TC-PERF-03




7.  Tools & Automation
	Area
	Tool
	Usage

	Backend API testing
	pytest-django + DRF APIClient
	Every endpoint, RBAC allowed/denied, state-machine transitions (MCP mocked)

	Frontend unit testing
	Jest + React Testing Library
	Component-level tests

	End-to-end (E2E)
	Playwright
	Login flow, MFA flow, JD wizard, approval journey

	API contract testing
	Postman / Newman
	Schema, auth, RBAC, negative cases

	MCP contract testing
	Custom contract test (nightly)
	One nightly run against sandbox MCP server; mocked in CI

	Security — SAST
	Semgrep
	Static code scanning; runs on every commit

	Security — DAST
	OWASP ZAP
	Dynamic attack surface scanning on QA environment

	Load / performance
	k6 / Locust
	p95 API response time; 200-user concurrent soak test

	Cross-browser / device
	Playwright + BrowserStack
	Chrome, Firefox, Safari; desktop, tablet, mobile

	CI / Regression
	GitHub Actions / Jenkins
	Full test suite on every merge; coverage gate ≥85%



Automation Strategy
Backend tests run in CI on every pull request. Playwright E2E tests run on every merge to develop. MCP tools are mocked in all CI runs using the mock strategy defined in the LLD (Section 17.1): 'mock MCP + mailer'. One nightly contract test runs against the sandbox MCP server to detect drift. Coverage is measured by pytest-cov and reported per module; the 85% gate is enforced at the overall project level with module-level visibility.


8.  RACI
R = Responsible  ·  A = Accountable  ·  C = Consulted  ·  I = Informed

	Activity
	QA Lead
	Developer
	Product Owner
	Stakeholder

	Define test strategy & scope
	A/R
	C
	A
	I

	Write & review test cases
	R
	C
	A
	I

	Write pseudocode for test logic
	R
	C
	I
	I

	Set up test environments
	C
	R
	I
	I

	Execute manual test cases
	R
	C
	I
	I

	Develop & maintain automation suite
	C
	R
	I
	I

	Triage and log defects
	R
	R
	I
	I

	Fix defects (P1/P2)
	I
	R
	A
	I

	Conduct security testing (SAST/DAST)
	R
	C
	A
	I

	UAT sign-off
	C
	C
	A
	R

	Go/no-go decision
	C
	C
	R
	A




Open Items
	#
	Item
	Owner

	1
	REQ-JD-004: confirm changes-mail recipient is PM/Recruiter (recommended) — raised in LLD Section 17.4
	Product Owner

	2
	Device Binding — appears in table of contents but no requirement defined; confirm include or drop for Phase 1
	Product Owner

	3
	Max request-changes loops before escalation — no upper bound currently defined in LLD
	Product Owner

	4
	OTP retry limit on /auth/verify-mfa/ — no lockout currently defined for repeated wrong OTP submissions; recommend adding limit before release
	Engineering / Product Owner
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