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1. Introduction
1.1 Purpose
This High Level Design (HLD) document describes the AUTH MCP Workflow. It covers the end-to-end authentication process starting from user form submission through credential verification, MFA (Multi-Factor Authentication) validation, JWT generation, and login success.
1.2 Scope
This document covers the following scope as defined in the AUTH MCP Workflow diagram:
1. User form submission with email and password
1. Login API invocation
1. Credential verification via MCP mfa_mcp()
1. MFA enable check and OTP code delivery to phone
1. MFA code entry and verification
1. JWT token generation
1. Login success

1.3 Python Packages
The following Python packages are used in this workflow:
	Package
	Purpose

	FastMCP
	MCP server framework — exposes mfa_mcp() as an MCP tool

	Pyotp (MFA)
	Generates and verifies Time-based OTP (TOTP) codes for MFA



2. System Overview
2.1 Workflow Summary
The AUTH MCP Workflow provides a secure authentication mechanism. The flow proceeds as follows:
1. The user submits their credentials via a form (email and password).
1. The login API is invoked.
1. The system verifies the credentials. If invalid, an error is returned.
1. On valid credentials, the MCP function mfa_mcp() is called.
1. The system checks whether MFA is enabled for the user.
1. If MFA is enabled, an MFA code is sent to the user's registered phone.
1. The user enters the MFA code. The code is verified.
1. If the MFA code is invalid, the user is prompted to re-enter.
1. On valid MFA code, a JWT is generated.
1. Login success is confirmed and the session is established.
1. If MFA is not enabled, the flow proceeds directly to JWT generation after credential verification.

3. Component Description
3.1 Component List
	Component
	Description

	User Form
	Accepts email and password from the user. Entry point of the workflow.

	Login API
	Receives the form submission and triggers the authentication process.

	Verify Credentials
	Validates the submitted email and password. Returns an error if credentials are invalid.

	MCP mfa_mcp()
	MCP server function implemented with FastMCP. Orchestrates MFA check and OTP delivery.

	MFA Enable? (Decision)
	Checks whether MFA is enabled for the authenticated user. Branches the flow accordingly.

	Send MFA Code On Phone
	Delivers the OTP code to the user's registered mobile phone number.

	Enter MFA Code
	User input step for submitting the received OTP code.

	Verify MFA Code
	Validates the submitted OTP using Pyotp. If invalid, user is redirected to re-enter the code.

	Generate JWT
	Generates a signed JSON Web Token upon successful authentication.

	Login Success
	Confirms the user is authenticated and the session is established.

	Invalid Email/Password
	Error state returned when credential verification fails. User is redirected to the form.



4. Detailed Flow Description
4.1 Main Authentication Flow
Step 1 — User Form (email/password)
The user opens the login form and submits their email and password.
Step 2 — Login API Hit
The submitted credentials are sent to the Login API endpoint.
Step 3 — Verify Credentials Access
The API verifies the credentials against the user store.
1. No (Invalid): Returns an 'Invalid Email / Password' error. The user is redirected back to the User Form.
1. Yes (Valid): Flow proceeds to MCP mfa_mcp().

Step 4 — MCP mfa_mcp()
The MCP server function mfa_mcp() is invoked. This is implemented using the FastMCP Python package.
Step 5 — MFA Enable? Decision
The function checks whether MFA is enabled for the user.
1. No (MFA not enabled): Flow proceeds directly to Generate JWT.
1. Yes (MFA enabled): An OTP code is sent to the user's registered phone.

4.2 MFA Sub-Flow (when MFA is enabled)
Step 6 — Send MFA Code On Phone
Pyotp generates a time-based OTP. The code is delivered to the user's registered mobile phone number.
Step 7 — Enter MFA Code
The user enters the received OTP code into the form.
Step 8 — Verify MFA Code
The submitted OTP is verified using Pyotp.
1. No (Invalid code): The user is redirected back to Enter MFA Code to retry.
1. Yes (Valid code): Flow proceeds to Generate JWT.

4.3 Post-Authentication Flow
Step 9 — Generate JWT
A signed JWT (JSON Web Token) is generated for the authenticated user session.
Step 10 — Login Success
The login is confirmed as successful. The JWT is available for use in subsequent requests.
Step 11 — End
The authentication workflow concludes.

5. Decision Points
	Decision
	Condition
	Outcome

	Verify Credentials Access
	No
	Show Invalid Email/Password error → redirect to User Form

	Verify Credentials Access
	Yes
	Proceed to MCP mfa_mcp()

	MFA Enable?
	No
	Skip MFA — proceed directly to Generate JWT

	MFA Enable?
	Yes
	Send OTP to phone → prompt Enter MFA Code

	Verify MFA Code
	No
	Redirect back to Enter MFA Code

	Verify MFA Code
	Yes
	Proceed to Generate JWT






6. Error Handling
	Error
	Trigger
	Action

	Invalid Email/Password
	Credential verification fails
	Display error message. Redirect user to User Form.

	Invalid MFA Code
	OTP verification fails
	Redirect user to Enter MFA Code screen to retry.



7. OWASP Compliance
7.1 Overview
The AUTH MCP Workflow is designed in alignment with the OWASP (Open Web Application Security Project) Top 10 and OWASP Authentication Cheat Sheet guidelines to ensure robust security posture across the authentication lifecycle.
7.2 OWASP Controls Applied
	OWASP Reference
	Control Description
	Implementation in AUTH MCP Workflow

	A07:2021 – Identification and Authentication Failures
	Mitigate weak or broken authentication mechanisms
	MFA enforced via mfa_mcp() using Pyotp TOTP. Invalid credentials return an error and redirect to the login form. Brute-force protection should be applied at the Login API layer.

	A02:2021 – Cryptographic Failures
	Protect sensitive data in transit and at rest using strong cryptography
	JWT tokens must be signed using RS256 or HS256. Credentials must be transmitted over HTTPS/TLS. Passwords must be hashed (e.g. bcrypt) before storage.

	A03:2021 – Injection
	Prevent injection attacks via email and password input fields
	Input validation and parameterised queries must be enforced at the Login API. Email format validation and password length checks applied at the User Form.

	A09:2021 – Security Logging and Monitoring Failures
	Log authentication events for audit and anomaly detection
	All failed login attempts, MFA failures, and JWT generation events must be logged with timestamp, user identifier, and IP address. Logs must not contain passwords or OTP values.



8. DPDP Compliance
8.1 Overview
The AUTH MCP Workflow processes personal data (email address, phone number, OTP) and is therefore subject to the Digital Personal Data Protection Act, 2023 (DPDP Act, India). The workflow is designed to comply with its key obligations around lawful processing, data minimisation, and security safeguards.
8.2 DPDP Obligations and Controls
	DPDP Obligation
	Description
	Implementation in AUTH MCP Workflow

	Lawful Processing and Consent (Section 4 & 6)
	Personal data must be processed only for the purpose for which consent was obtained
	Email and phone number collected solely for authentication. User consent for OTP delivery to phone must be captured at registration. Data must not be reused for marketing or profiling.

	Data Minimisation (Section 5)
	Collect only the personal data that is necessary for the stated purpose
	The workflow collects only email, password, and phone number. No additional personal attributes are captured during the authentication process. OTP codes are ephemeral and not persisted.

	Security Safeguards (Section 8)
	Implement reasonable security safeguards to prevent personal data breach
	JWT tokens must have short expiry windows. Passwords stored using one-way hashing. All personal data in transit encrypted via TLS. Access to authentication logs restricted to authorised personnel only.

	Data Principal Rights (Section 12–14)
	Users have the right to access, correct, and erase their personal data
	The system must provide a mechanism for users to request correction of their registered email or phone number and to withdraw consent. Account deletion requests must trigger erasure of authentication data.



Confidential — Internal Use Only	Page 1

AUTH MCP Workflow  |  High Level Design   v1.0   Confidential  —   Internal Use Only   Page  1         HIGH LEVEL DESIGN   AUTH MCP Workflow          

Field  Details  

Document Title  AUTH MCP Workflow  –   High Level Design  

Version  1.0  

Status  Draft  

Python Packages  FastMCP, Pyotp (MFA)  

    1. Introduction   1.1 Purpose   This High Level Design (HLD) document describes the AUTH MCP Workflow. It covers the end - to - end authentication process starting from user form submission through credential verification,  MFA (Multi - Factor Authentication) validation, JWT generation, and log in success.   1.2 Scope   This document covers the following scope as defined in the AUTH MCP Workflow diagram:   •   User form submission with email and password   •   Login API invocation   •   Credential verification via MCP mfa_mcp()   •   MFA enable check and OTP code delivery to phone   •   MFA code entry and verification   •   JWT token generation   •   Login success     1.3 Python Packages   The following Python packages are used in this workflow:  

