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1.  System architecture
┌───────────────┐     HTTPS + JWT      ┌──────────────────┐
│  Next.js Web  │ ──────────────────> │  Django REST API │
│  (React SPA)  │ <────────────────── │  /api/v1/        │
└───────────────┘     {JSON}          └────────┬─────────┘
                                                │ ORM
                              ┌─────────────────┼────────────┐
                         PostgreSQL 16      Celery + Redis
                         (all data)         (async audit)
2.  Major modules
	Module
	Responsibility

	accounts (AUTH)
	login, lockout, JWT issuance, audit logging

	dashboard (DASH)
	load role-specific widgets after auth


3.  Technology stack
	Layer
	Choice

	Backend
	Python 3.12, Django 5 framework and FastAPI

	Auth
	Django rest framework-simple jwt (JWT access + refresh)

	Database
	PostgreSQL 16 (relational, JSONB for widget config)

	Async
	Celery + Redis (audit log writes, future email)

	Frontend
	Next.js (React) — SPA, responsive

	Infra
	Docker (Phase 1); Kubernetes (Phase 2)

	GitHub
	Code version control

	Postman
	API testing


5. Modules & Components
	Module
	Req IDs	
	Component
	What It Does

	Auth & RBAC
	REQ-AUTH-001 to 010
	Auth Service
	Login, MFA, JWT tokens, password policy, account lockout, role-permission matrix, user management, audit log

	Dashboard
	REQ-DASH-001
	Dashboard Service
	Will show boxes job summary counts


4.  Database selection
PostgreSQL 16 chosen for: ACID compliance, JSONB support (widget config), row-level security (future tenant isolation), mature Django ORM integration, and free/open-source.


5.  External integrations (this scope)
None in this scope. Login and dashboard are fully internal.
6.  Security architecture
1. Passwords hashed with argon2 (memory-hard, brute-force resistant).
1. JWT: stateless access (15min) + refresh (7d); stored in http Only cookie.
1. No user enumeration: same 401 for wrong-email and wrong-password.
1. Lockout: 5 fails → locked; prevents brute-force.
1. Audit: append-only log; no UPDATE/DELETE; DB trigger enforces.
1. Transport: TLS 1.3 everywhere. Data at rest: AES-256 (PostgreSQL + disk).
7.  Deployment architecture
[HTTPS / TLS]
     │
┌────▼────┐
│ API pod │  Django + DRF (stateless, N replicas)
└────┬────┘
     │
┌────▼──────────┐  ┌──────────────┐
│ PostgreSQL 16 │  │ Redis+ Celery│
│ (primary)     │  │ (async)      │
└───────────────┘  └──────────────┘

8.  Data flow
1. User → POST /auth/login/logout {email, password}
2. API → find user in PostgreSQL
3. API → check is_locked, verify argon2 hash
4. API → if fail: increment fail_count, log event
5. API → if success: issue JWT, reset fail_count, log event
6. API → validate JWT → load widgets for role → return JSON
7. Frontend → render dashboard
9. Service Layer Architecture (ADDED)
Separation of concerns: View → Service → Model. Each module has dedicated services handling business logic using API.

9.1 AUTH Services
	Service
	Responsibility

	AuthService
	authenticate(email,pwd); issue_tokens() JWT access+refresh

	MFAService
	enable(); verify_otp() email/TOTP

	PasswordService
	validate_complexity(); check_reuse(last 5); reset_via_email

	LockoutService
	record_attempt(); is_locked(); lock/unlock

	AuditService
	log(user, event, ip, device) append-only



9.2 DASH Services
	Service
	Responsibility

	DashboardService
	Currently will show here static data.


10. API Summary (CORRECTED - Removed REQ-JD-007)
Base /api/v1/. JWT required; RBAC per action. Response envelope: { response, message, result }.

10.1 AUTH Endpoints
	Method
	Endpoint
	Purpose
	Req ID

	POST
	/auth/login/
	Login → JWT
	REQ-AUTH-001/007

	POST
	/auth/refresh/
	Refresh token
	REQ-AUTH-007

	POST
	/auth/mfa/verify/
	Verify OTP
	REQ-AUTH-002

	POST
	/auth/password/reset/
	Self password reset
	REQ-AUTH-009

	POST
	/admin/users/
	Create user
	REQ-AUTH-005

	PUT
	/admin/users/{id}/
	Edit/disable user
	REQ-AUTH-005

	GET
	/admin/permissions/
	Get RBAC matrix
	REQ-AUTH-006

	PUT
	/admin/permissions/
	Update RBAC matrix
	REQ-AUTH-006



10.2 DASH Endpoints
	Method
	Endpoint
	Purpose
	Req ID

	GET
	/dashboard/
	Show static data
	REQ-DASH-001


11. Error Handling & Error Codes (ADDED)
All errors return JSON envelope: { response: 'Failed', message: '<readable>', code: '<CODE>', result: null }

	Error Code
	HTTP Status
	Meaning
	When

	VALIDATION_ERROR
	422
	Field validation failed
	JD required fields missing, attachment too large

	INVALID_CREDENTIALS
	401
	Email/password incorrect
	Login attempt

	ACCOUNT_LOCKED
	423
	Too many failed attempts
	After 5 failed logins





12. Performance Requirements
	S. No.
	Requirement
	Values

	1
	Login Response Time
	< 3 sec

	2
	Dashboard Load Time
	< 5 sec

	3
	Concurrent Users
	500

	4
	Availability
	99.50%

	5
	OTP Type
	Email OTP

	6
	OTP Length
	6 Digits

	7
	Expiry
	5 Minutes

	8
	Retry Limit
	3

	9
	Resend Limit
	3



13. Deployment
	Component
	Technology

	Frontend
	Next.js (SSR), React 18; served via CloudFront CDN

	Backend
	Python 3.12, Django 5 framework and FastAPI

	Database
	PostgreSQL 16 (AWS RDS Multi-AZ); TimescaleDB for audit logs

	File Storage
	AWS S3 with SSE-AES256 encryption

	Async Jobs
	Celery + Redis (ElastiCache)

	CI/CD
	GitHub Actions → Docker build → ECS/K8s deploy (blue-green)

	Secrets
	AWS Secrets Manager for API keys, DB passwords, tokens

	Monitoring
	CloudWatch + DataDog for logs, metrics, APM





