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1. Problem statement
To provide restriction on TA-ATS modules access and secure the content of software. After login user should have limited access of TA-ATS modules.
2. Business objectives
a) Provide a secure, auditable login to its users.
b) After login, present a role-specific dashboard with some counts like Total Active/Inactive Jobs, pending for approval jobs etc.
c) Provide secure access to ATS application modules like dashboard, JD, candidates etc. after successful login.
3. Stakeholders
	Stakeholder
	Interest
	Decision Why It Matters for ATS

	Client, Dev, QA
	To lock the requirement, functionality and work scope.
	Locks scope. Stop "can we add video interviews" later


4. Scope
4.1 In scope
a) Login
b) MFA
c) Dashboard with Job summary counts (static dummy data).
4.2 Out of scope
a) Job creation/editing
b) Candidate management
c) Interview scheduling
d) Reports
5. Success criteria
a) 100% of login events (success, failure, lockout) appear in audit logs.
b) Zero unauthorized dashboard access.
c) All test cases pass before release.







6. Functional Requirements
	RQ
	Points

	1
	Email is the login identifier.

	2
	Passwords are stored as argon2 hashes — never in plain text.

	3
	5 consecutive failed login attempts → account should be locked.

	4
	On successful login with MFA authentication, fail count resets to 0 and last login is updated.

	5
	JWT access token TTL = 15 minutes; refresh token TTL = 7 days (both configurable).

	6
	Expired access token → 401; clients use refresh token to get a new access token.

	7
	Every login attempt (success or failure) is logged with user, IP, and timestamp.

	8
	After login, the dashboard shows boxes with count like Active/Inactive Jobs, pending for approval jobs.

	9
	Users can log out from logout link.

	10
	Users can reset passwords with their registered email id if they forget or expired after 90 days.




6.1 Non-Functional Requirements
a) CSRF protection
b) XSS protection
c) SQL Injection protection
d) Security audit logging
6.2 The login journey should be explicitly defined.
Example: -
a) User enters Email + Password
b) System validates credentials
c) System checks account status
d) System triggers MFA
e) User enters OTP
f) System creates session/JWT
g) User redirected to dashboard
6.3 Performance Requirements
	S. No.
	Requirement
	Values

	1
	Login Response Time
	< 3 sec

	2
	Dashboard Load Time
	< 5 sec

	3
	Concurrent Users
	500

	4
	Availability
	99.50%

	5
	OTP Type
	Email OTP

	6
	OTP Length
	6 Digits

	7
	Expiry
	5 Minutes

	8
	Retry Limit
	3

	9
	Resend Limit
	3



7. Assumptions
a) User account is pre-seeded in the database (no self-registration).
b) SMTP details will be provided by client for sending OTP mail.
c) No third-party integration.
8. Constraints
a) This will be a web application.
b) Password will be minimum length 8 and maximum length 20 Upper, lower characters, digit & special characters.
c) Not allow to reuse last 5 Passwords.
9. Risks
	Risk
	Likelihood
	Impact
	Mitigation

	Brute-force attack on login
	Med
	High
	lockout after 5 + rate limiting at API gateway

	JWT token theft
	Low
	High
	short TTL (15min) + httpOnly cookie + TLS



